(12) 



UK Patent Application „ 9 ,GB ,,,,2343091 m,A 



(11) %^«t%Jr 1 (13) 

(43) Date of A Publication 26.04.2000 



(21) Application No 9822839.8 

(22) Date of Filing 19.10.1998 



(71) Apptlcant(s) 

International Business Machines 
(Incorporated in USA - New York) 
Armonk. New York 10504, United States of America 

(72) Inventor(s) 

Lawrence Leon Porter 

(74) Agent and/or Address for Service 
PWaWner 

IBM United Kingdom Limited, Intellectual Property 
Department Hursley Park. WINCHESTER. 
S021 2JN, United Kingdom 



(51) INT a 7 

H04L 12/58 , G06F 17/60 , H04L 12/18 

(52) UK CL (Edition R) 

H4P PPG 

(56) Documents Cited 

GB 2328304 A EP 0538216 A1 JP08< 

(58) Field of Search 

UK CL (Edition Q) H4PPPA PPG 

INT CL 6 G06F 17/60, H04L 12/18 12/58 

Online : EPODOC, WPI 



►62 A 



(54) Abstract Title 

Electronic business card exchange 

(57) The method comprises acquiring electronic information from a first smart card 21A; acquiring an 
electronic address from a second smart card 21B; and sending the information from the first smart card to the 
electronic address of the second card. This allows electronic information from one smart card to be sent to an 
e-mail location contained on another smart card without the e-mail location of the second smart card being 
manually entered by the card carrier. 

Tne metnod combines Smart Card technology, embedded systems and standard e-mail. The 
individual's personal details are carried in an applet on a smart card device such as a Java Ring (TM) or 
IButton (TM) or traditional Smart Card. Low-cost network-attached readers 10 are provided in locations where 
business cards are normally exchanged. The act of inserting two Smart Card devices into the reader 
automatically starts up an application which reads the details (including the e-mail addresses) from the two 
cards. The application then e-mails the business card details of one participant to the e-mail address of the 
other, and vice versa. Optionally, a mail agent at the recipient's mail server automatically tiles the business 
card details in the correct place. Alternatively the recipient can file the e-mail in a special business contacts 
folder manually when next accessing his/her e-mail. 
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Reader detects dual insertion of 
iButtons - step 1 
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Reader interrogates first and second 
iButtons for business details and 
email addresses - step 3 
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ELECTRONIC BUSINESS CARD EXCHANGE 



This invention relates to the electronic distribution of data 
across the Internet, and more specifically to the electronic distribution 
of business card information. 



BACKGROUND 



The success of an organisation can partially hinge upon the 
creation of a wide network of business contacts. Knowing where to find 
information and who to call upon for that information is vital. At 
present, this process is for the most part facilitated via a paper-based 
system. Business cards, containing contact information such as the name, 
job title, address and telephone number, provide the most commonplace 
means of exchanging useful follow-up details. This method, however, is 
not ideal since it has a number of problems associated with it. 

The high rate at which business cards are exchanged can result in a 
person accumulating an excessive number of cards and to organise the 
cards into a useful format can become extremely labor intensive. 

Furthermore an individual is required to carry a sufficient number 
of business cards for exchanging and needs to estimate the number of 
cards necessary. He must also remember to carry them and store them 
somewhere on his person. 

Moreover a restriction is placed on the amount of information that 
can be included on business card. 

Another disadvantage is that a change in business details can 
result in cards being wasted and new ones having to be printed. 

Yet another occurs upon exhaustion of the current supply, a new set 
has to be printed which will incur cost, take time and be inconvenient. 

There have been a number of attempts to overcome the problems 
above. Most of these have involved the conversion of paper-based 
business card details into a more useful electronic format. Some 
examples are given below. 



Using Card Image Scanners ordinary business cards are collected and 
scanned as images and then subject to text recognition before being 
inserted into a database. The process is manually intensive, error -prone 
and information is limited to what can sensibly be included on a physical 
business card. A variation is where the scanner is carried into the 
field, attached to a PC or PDA, This can be even more manually 
intensive. 

E-mail business cards are already in use, for example the "vCard" 
is one well-know format described in a white paper vCard: The Electronic 
Business Card at http://www.imc.org/pdi/vcardwhite.html on the world 
wide web. These data files are automatically attached to your outgoing 
e-mails but one needs to know the e-mail address of the recipient 
(usually from a paper business card!) before you can sent him/her your 
vCard. Again this is manually intensive and also requires business cards 
(or at least e-mail addresses) to be carried. 

Multi-application smart cards are now coming into general use. 
These usually contain identification material, including cryptographic 
keys. Such cards can be used to carry a business card applet. However 
all known existing applications require a GUI and/or manual activity to 
power up a PC and/or interaction with an application. None of them 
currently uses e-mail, or automatic generation of e-mail, or a low-cost 
embedded Java device. For instance. How to write OpenCard services for 
Java Card applets by Thomas Schaeck with Rinaldo Di Giorgio describes an 
application that allows business card information to be stored, edited 
and exchanged between smart cards. This paper can be viewed at 
http: / /www. idg.net/idg_frames/english/content .cgi?vc=docicL9-70366.html 
on the world wide web. 

All the above approaches require user interaction in some way to 
facilitate the exchange of information. An exchange of card details from 
two cards requires interaction from two users. An exchange of card 
details for more than two cards requires multiple user interaction. This 
can be inconvenient, especially for more than two exhanges and leaves 
room for user error. 

SUMMARY OF THE INVENTION 

In one aspect of the present invention there is provided a method 
of distributing smart card information comprising the steps of: acquiring 
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electronic information from a first smart card; acquiring an electronic 
address from a second smart card; and sending the information from the 
first smart card to the electronic address of the second card. This 
allows electronic information from one smart card to be sent to the 
electronic address contained on another smart card without the electronic 
address of the second smart card being manually entered by the card 
carrier. 

This invention provides a low-cost low-effort solution by combining 
Smart Card technology, embedded systems and standard e-mail. The 
individual's personal details are carried in an applet on a smart card 
device such as a Java Ring (TM) or IButton or traditional Smart Card. 
Low-cost, network-attached readers are provided in locations where 
business cards are normally exchanged. The act of inserting two Smart 
Card devices into the reader automatically starts up an application which 
reads the details (including the electronic addresses) from the two 
cards. The application then e-mails the business card details of one 
participant to the e-mail address of the other, and vice versa. 
Optionally, a mail agent at the recipient's mail server automatically 
files the business card details in the correct place. Alternatively the 
recipient can file the e-mail in a special business contacts folder 
manually when next accessing his/her e-mail. 

Advantageously the method also comprises the steps of: acquiring a 
further electronic address from the first card and acquiring further 
electronic information from the second card and sending the further 
business information to the further electronic address. In this way an 
exchange of electronic information is enabled between two smart card 
carriers without manual entry of the electronic addresses. This is 
particularly useful for business information of the type carried on a 
paper business card which may be stored in electronic form on the smart 
card. 

The information and e-mail locations from the first and second 
smart cards may be acquired, on insertion of the first smart card into a 
first smart card reader and on insertion of the second smart card into a 
second smart card reader, by reading substantially simultaneously the 
first and second smart cards. This allows a positive indication of which 
smart cards to exchange electronic information on. 



Most advantageously the method comprises the step of acquiring yet 
a further electronic address and yet further business information from a 
third smart card and sending the yet further business information to the 
electronic address of the first and second smart cards and sending the 
business information of the first and second smart cards to the 
electronic address of the third smart card. In this way an exchange of 
business information between three parties is enabled without manual 
entry of the electronic addresses. This method may also be extended to 
more than three parties. 

The information and e-mail locations may be acquired, on insertion 
of the first smart card into a smart card reader, by reading the first 
smart card, and on removal of the first smart card and insertion of the 
second smart card into the same smart card reader, by reading the second 
smart card. This allows minimum apparatus requirements to be used for 
the invention through the use of a single smart card reader. The reading 
of the first smart card and subsequent reading of the second smart card 
may be done within a defined time period. The time period may be 
indicated by a visual or audible signal. The method may further acquire 
further electronic information and electronic address from a further 
smart card for exchange of information between multiple parties by 
removing the previous smart card and inserting the further smart card 
into the same card reader. The further smart card should be inserted 
within the defined time period. 

A further aspect of the invention provides a method of distributing 
smart card information comprising the steps of: acquiring information 
from a first smart card; characterised by sending the information from 
the first smart card to an electronic address acquired from a second 
smart card. 

Yet a further aspect of the invention provides apparatus for 
distributing smart card information comprising: means for acquiring 
electronic information from a first smart card; means for acquiring an 
electronic address from a second smart card; and means for sending the 
information from the first smart card to the electronic address of the 
second card. 

A further aspect of the invention provides a computer program product 
recorded on a medium for carrying out a method of distributing smart card 
information comprising the steps of: acquiring electronic information from 



a first smart card; acquiring an electronic address from a second smart 
card; and sending the information from the first smart card to the 
electronic address of the second card. 

Another aspect of the invention provides a means for transferring 
personal data electronically comprising: identifying the information to 
be transferred; selecting the application capable of performing this 
action; sending the data to the destinations specified; and filing it 
away in a suitable place and format. 

In this way a large amount of bulky data is not accumulated daily. 
It is only necessary to carry ones own details around and only one copy 
at that, information is less likely to become unruly, since it is stored 
electronically. 

The personal data comprises business card details and is encoded 
using Smart Card technology. The application capable of accessing the 
information contained within is a Java Card Applet, which constructs two 
standard electronic address messages containing this information and 
forwards them to the addresses cited. The notes can then be suitably 
filed. 

BRIEF DES CRIPTIOM OF DRAWINGS 

In order to promote a fuller understanding of this and other 
, aspects of the present invention, an embodiment will now be described by 
way of example only, with reference to the accompanying drawings in 
which: 

Figure 1 is a schematic representation of a system embodying the 
present invention; and 

Figure 2 is a flowchart showing the steps performed by the reader 
application of the invention. 




An embedded processor platform 10 (such as a MIPS or ARM processor, 
running an embedded real time operating system 12 , RT0 S, such as VxWorks 
or QNX and elementing embedded Java is capable of loading into memory a 
smart card reader application 14 (see Figure 1, . Tne platform 10 has no 
*rap hl cal user interface but a simple light or LED display 16 to signal 
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the user. The platform has a serial port to which is attached a dual 
smart card reader 18A,B {for instance a Dallas Semiconductor dual iButton 
reader) and a smart card reader driver. The platform 10 has a network 
connection using TCP/IP to the Internet 19 by attachment to a LAN or by 
dialing into a network provider. Also connected to the Internet are 
computers 20A,B having known e-mail locations typically receiving their 
e-mail from intermediary mail servers. Typically the platform 10 would • 
be recessed into the wall of a building with only the smart card holders 
18A,B and the LED 16 visible, taking up less space than a light switch. 

The reader device is responsible for accessing the business card 
details contained within two smart cards. The Java Applet within the 
embedded processor communicates with smart card reader, and consequently 
the inserted smart cards, via standard smart card protocols. The 
protocol used in the present embodiment is the Application Protocol Data 
Units (APDU) . 

The reader application is a Java application communicating with the 
smart cards using the standard Smart Card protocols. Two of the main 
classes of the reader application are Class Business Card Host 28 and 
Class Business Card Display 30 (see Figure 1). Class Business Card 
Display 30 controls the sending of emails and controls any GUI interface 
that may be present although the present embodiment has no such GUI 
interface. It comprises a main method which, on execution, creates a 
Class Business Card Host object. The Class Business Card Host includes a 
method for reading information from a smart card and a method for storing 
the information received. 

Smart cards 21A,B are, for example, IButtons from Dallas 
Semiconductor or Java Rings (TM) running Java Card software and preloaded 
with multiple applications and data. One of these applications includes a 
Class Business Card program object and the data including business 
information and the e-mail address. The Class Business Card object is a 
■Jiblef written in Java. A Jiblet is an application for cards which 
is based on a javacard. framework. Applet set of classes designed for smart 
cards, one of the features of the special set of classes is that there 
are no GUI classes. The javacard. framework. Applet depends from 
java.lang. Object. Class Business Card includes a method for retrieving 
the information stored on the card and also a method for storing 
information on the card. 



The steps of the reader application 14 are as shown in Figure 2. 
On start up of the platform, the operating system 12 and the application 
14 loaded into system memory. The main method of Class Business Card 
Display 30 is executed and Class Business Card Host 28 is instantiated. 
Smart card A is inserted into one of the holders, whilst smart card B is 
inserted into the other. Class Business Card Host 28 poles the card 
readers 18A.B to detect smart cards. On detecting that smart cards 21A.B 
have been inserted in the readers 18A.B (step 1), the reader application 
14 first sends a command to 'select* the business card application 22A.B 
on both the smart cards (step 2) . This is achieved by the calling the 
read method which sends a APDU message to the Class Business Card objects 
32A.B on the smart cards. Retrieve methods on the Class Business Card 
objects access the memory of the smart cards and fetch the data requested 
it in the APDU message. The retrieve method then assembles the data into 
a return APDU message and sends it back to the requesting object. The 
reader application 14 can interrogate each smart card 21A.B in turn for 
the business card details 24A.B (step 3) including such items as name, 
title, address, e-mail address 26A.B (mandatory), telephone number and 
fax number. Additionally it could include details of the individuals 
interests, curriculum vitae, a photograph, or other useful information. 
The application then constructs and sends two standard internet style 
SMTP/MIME e-mail notes (step 4). The business card details from smart 
card 21A forming the body of the note and the electronic address 
specifying the note s final destination. This information is then sent 
across the Internet via a TCP/IP connection, where it is forwarded to a 
Mail Server and finally to computer 20B. Exactly the same happens with " 
the business card details on smart card 21B which are packaged together 
with an electronic address obtained from smart card A and sent across the 
Internet to a Mail Server. The information is finally forwarded to 
computer 20A when the computer 20A accesses email. 

Both transfers occur simultaneously and the LED on the reader 
device flashes to indicate that the business card details are on their 
way across the Internet and that the process is complete. 

The embodiment enables the exchange of electronic business card 
details with the minimum of effort. Two smart card carriers wishing to 
exchange details walk over to the wall or desk, plug in their smart 
cards, wait for the light to flash, and the job is done. The components 
of the system are low cost, both for the smart card device and the 
reader. The mechanism for delivering the information, standard e-mail, is 
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well-known , easy to understand and use and is also already well 
integrated with the individual's normal business processes. 

Another embodiment comprises only a single reader 18A. A first 
smart card carrier wishing to exchange information with another inserts 
his card first and the details including business and e-mail data are 
read. The -card is then removed and the reader indicates using the LED 
that another card should be inserted. For instance the reader could flash 
the LED for 10 seconds to give the next card carrier time to insert his 
card. Details from the second card are read and the e-mail exchange may 
take place. 

This embodiment works well when more a group of more than two 
people want to exchange cards. The reader could give a subsequent card 
carrier 10 seconds to insert his card. Once the time period had been 
exceeded, the application could assume that no more users wished to 
insert their cards and the e-mail addresses collected so that information 
can be swapped. 

In an alternative embodiment the reader application includes 
program components for packaging the business information into a specific 
format required by the recipient's contact database. The data is in the 
body of the email or alternatively is an attachment to the email. The 
attachment may be an execution component which updates the recipient s 
database with the data upon selection and execution. The details of the 
recipient s database are contained on the recipient's smart card and 
fetched along with the electronic address, in this way the reader 
application can pre-format the new information correctly before sending 
to the recipient . 

Although the embodiment is described in terms of an exchange of 
email over the internet, it is envisaged that other types of electronic 
address will be used. For instance in the case of automatic updating of 
a contact database, the electronic address may be an object message 
address which is sent to the contact database to request it to update 
itself . 

The following is a description of how one embodiment may be used in 
a conference environment. A conference package of the embodiment contains 
an eButton which can be attached to a key-ring or conference badge. 
This acts as an electronic business card and is a smartcard running the 



JavaCard JVM. It contains a person s name and information about the 
person. It enable exchange of business card details with other 
conference attendees as painlessly as possible. When attendees get back 
to their offices they will find the business cards of all those with whom 
they exchanged details waiting in their Lotus Notes in-basket. 

Attendees need go to their nearest free reader attached to PCs and 
laptops and insert their eButton into either of the slots on a reader. At 
this stage attendees should not insert more than one eButton. Details 
will be displayed using a simple Java application and details should be 
checked and over typed as required. It is most important that the email 
address is correct which should be an internet email address. 

Two attendees can exchange cards by going to the nearest blue -dot 
reader. The first eButton should be pressed to one of the dots until the 
details come up on the screen. This first eButton should be held in 
place. The other eButton should be pressed to the other blue dot until 
the swapping emails! message has disappeared. Reciprocal emails will 
be sent immediately. 

iButton and Dallas Semiconductor are registered trademarks of 
Dallas Semiconductor Corp. 
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Advantageously the method also comprises the steps of: acquiring a 
further electronic address from the first card and acquiring further 
electronic information from the second card and sending the further 
business information to the further e-mail address. In this way an 
exchange of electronic information is enabled between two smart card 
carriers without manual entry of the e-mail addresses. This is 
particularly useful for business information of the type carried on a 
paper business card which may be stored in electronic form on the smart 
card. 
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CLAIMS 



1. A method of distributing smart card information comprising the 
steps of: acquiring electronic information from a first smart card; 
acquiring an electronic address from a second smart card; and sending the 
information from said first smart card to the electronic address of said 
second smart card. 

2. A method as claimed in claim 1, also comprising the steps of: 
acquiring a further electronic address from said first card and acquiring 
further electronic information from said second card and sending the 
further electronic information to the electronic address of said first 
smart card. 

3. A method as claimed in claims 1 and 2, further comprising the step 
of acquiring yet a further electronic address and yet further electronic 
information from a third smart card and sending the said further 
electronic information to the electronic locations of said first and 
second smart cards and sending the electronic information of said first 
and second smart cards* to the electronic address of said third smart 
card. 

4. A method as claimed in claim 1,2 and 3, wherein said electronic 
information is business card information. 

5. A method as claimed in any preceding claim, characterised in that 
said business card information is filed away in a business contacts 
database at the destination specified by the electronic address. 

6. A method as claimed in any preceding claim, whereby the smart card 
information further comprises details as to the type of business 
contacts' database maintained by its carrier and is therefore able to 
convert the business card information to the relevant format for filing 
in said business contacts' database. 

7. An apparatus for distributing smart card information comprising: 
means for acquiring electronic information from a first smart card; means 
for acquiring an electronic address from a second smart card? and means 
for sending the electronic information from said first smart card to the 
electronic address of said second card. 
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8. A computer program product recorded on a medium for carrying out a 
method of distributing smart card information comprising the steps of: 
acquiring electronic information from a first smart card; acquiring an 
electronic address from a second smart card; and sending the electronic 
information from said first smart card to the electronic address of said 
second card. 
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